ssa Velez-Morales

m: Masser, Michelle
at: Monday, August 29, 2016 3:50 PM
I Harris, Laura; Detoro, Fred: Weigle, Trevor J.
c: Melissa Velez-Morales
iubject: FW: Kicking Off National Preparedness Month; CDC Info; Disaster Trainings and More
Attachments: NTAT webinar slides F EMA copy Aug 11 NPWD.PDE ; 08-19-2016-1200 4416003408.pdf
Correspondence

Michelle Masser
Township Clerk

Mount Olive Township
PO Box 450

204 Flanders Drakestown Road

Budd Lake, NJ 07828
clerk@ntolivetwn. org

973-691-0900 X7291

From: Fox, Russel] [mailto:Russell.Fox@fema.dhs.gov]

Sent: Monday, August 29, 2016 3:17 PM

To: Fox, Russell <Russe”.Fox@fema.dhs.gov>; Olivera, Orlando "Landy" <Orlando.O!ivera@fema.dhs.gov>
Subject: Kicking Off National Preparedness Month; CDC info; Disaster Trainings and More

Kicking Off National Preparedness Month

e individuals

ESRR R ey ?

Today.”

Don’t wait! Make a plan with your family and friends for how you will stay safe and communicate during an
emergency or disaster that can affect your community. Download the Family Emergency Communication Plan
and fill out the sections before printing or emailing it to your family and friends.

Each week of National Preparedness Month has a theme to help you, your family, and your community to be
more disaster prepared:

°  Week 1 (August 28-September 3): Kickoff to National Preparedness Month
*  Week 2 (September 4-10): Preparing Family and Friends

*  Week 3 (September 11-17): Preparing Through Service

e Week 4 (September 18-24): Individual Preparedness

*  Week5 (September 25-30): Lead Up to National PrepareAthon! Day

Join us by accessing the 2016 National Preparedness Month Social Media Toolkit on the Ready Campaign
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site. There, you'll find preparedness messages to share with family, friends, and colleagues. You’ll also find
itional resources such as graphics, instructional videos, and public service announcements to support
:paredness in your community.

romote National Preparedness Month (NPM): August 28 =September 3 | Kickoff to NPM
This content can be used on various social media channels, and is less than 140 characters,

 #NatlPrep Month starts 9/1. Promote the theme "Don't Wait. Communicate. Make Your Emergency
Plan Today." Tools: www.ready.gov/september

* National Preparedness Month starts September 1! Follow #NatlPrep for tips. More info:
www.ready.gov/september

e “Don't Wait. Communicate. Make Your Emergency Plan Today.” Get started here:
www.ready.gov/make-a-plan #NatlPrep

 National Preparedness Month has a different theme every week. Details:
www.ready.gov/september #NatlPrep

e Share your plans for National Preparedness Month using the hashtag #NatlPrep

» Creating your Family Emergency Communication Plan starts with one simple question “What if?”
1.usa.gov/1JWEWRG #NatlPrep

* Does your family know what to do during a disaster? Start a plan today. #NatlPrep

* You may not be with family when an emergency happens. Create an emergency plan now:
1.usa.gov/1JWEWRG #NatlPrep

Please find attached the memorandum from Lisa Monaco, Assistant to the President for Homeland Security and
Counterterrorism, Subject: “2016 National Preparedness Month and America's PrepareAthon!”

Join the September 11 National Day of Service & Remembrance

One way to show your support for National Preparedness Month is through volunteering. Volunteers can play

Also, @Citizen_Corps will host a Twitter chat on Friday, September 9 at 1 P\ ET discussing the importance of
volunteering and ways you can support your community. Join the conversation using #Prep2Serve,




Date: 09.09.16
Time: 1PMET
#Prep2Serve

In celebration of National Preparedness Month, FEMA’s Individual and Community Preparedness Division will
host a Twitter chat on Friday, September 9 at 1PM ET from the @Citizen_Corps Twitter handle. Just in time
for the National Preparedness Month week three theme, “Preparing Through Service” the chat will highlight
the importance of volunteering and encourage viewers to join their local CERT program. Please spread the
word about this valuable discussion and encourage others to join. Also, please let us know of any
organizations who would be interested in being a main participant of the chat. The hashtag for the chat will be

#Prep2Serve.

Below are a few tweets you can use to promote this event. Attached is a graphic you can add to messages you
share:

e Lean how volunteers can support their community through service. Join the #Prep2Serve Twitter chat
on 9/9 @ 1PM ET.

e Want to find out about ways to give back to your community? Join the #Prep2Serve Twitter chat a 1
PM ET on 9/9.

e Volunteers play an important role in preparing their communities for disasters. Find out how during
the #Prep2Serve Twitter chat on 9/9 @ 1 PM ET.

e Join the #Prep2Serve Twitter chat on 9/9 @ 1PM ET to discuss ways to prepare your community
through service.

e Community service is important. Learn why during the #Prep2Serve Twitter chat on 9/9 at 1 PM ET.

¢ You can prepare your community through service. Join the #Prep2Serve Twitter chat @ 1PM ET on 9/9

to learn how.

Emergency Services Sector Outreach and Programs Division, DHS- Resilience
Development Webinar Series (Presentation Slides)



Attached are the presentation slides (PDF version) from ESS — RDWS August 11, 2016 webinar “Emerging Risk
to Infrastructure from Non Traditional Aviation Technology (NTAT).”

Please join us on September 20, 2016 from 3pm — 4pm EDT for our Joint Webcast titled “Resources and Tools
for Emergency First Responders. Click here to register.

s

1.8, Small Business Administration

1. How to Write a Business Plan: https://www.sba.gov/tools/sha-learning-center/training/how-write-
business-plan?utm medium=email&utm source=govdelivery

This course explains the importance of business planning, defines and describes the components of a
business plan, and provides access to sample plans and resources that can help you develop a very good
business plan.

2. Webinar | 5 Ways to Prioritize What Social Network Your Business Should Invest In: Tuesday,
August 30, 2016 | 1:00 PM EDT

Find the answers for your business when Pam Moore, the CEQ of Marketing Nutz, (and one of the nation's
leading online marketing experts) discusses how to use an audience-based approach to prioritize and
maximize your investment in social media. Register Here




EEMA Honors Achievements in Community Preparedness: 2016 Individual and
Community Preparedness Award Winners Announced

WASHINGTON — The Federal Emergency Management Agency (FEMA) announced today the winners of the
2016 FEMA Individual and Community Preparedness Awards, recognizing the outstanding efforts of
individuals, programs, and organizations throughout the country working to prepare their communities for
emergencies.

“We are more prepared for disasters when everyone in the community works together,” said FEMA
Administrator Craig Fugate. “FEMA is proud to honor individuals and organizations who are building
communities that are more prepared for emergencies through creativity, innovation and collaboration.”

This year’s award recipients developed innovative practices and programs that contributed to (or just helped
make) making communities safer, better prepared, and more resilient.

The 11 FEMA Individual and Community Preparedness Award recipients will be recognized on September 13,
2016 in Washington, D.C. During the recognition ceremony, recipients will share their experiences, success
stories, and lessons learned with fellow emergency management leaders.

This year’s winners of FEMA’s Individual and Community Preparedness Awards are:

« Outstanding Inclusive Initiatives in Emergency Management: Notify NYC (New York)
. America’s PrepareAthon! in Action: Serenity Hospice (Texas)

« Outstanding Citizen Corps Council Award: Delaware State Citizen Corps Council

. Community Preparedness Champions Award: Jamie D. Aten, Ph.D.

. Awareness to Action Award: The HALTER Project (California) and Jenny Novak of California State
University, Northridge Emergency Management

« Technological Innovation Award: SUNRNR of Virginia, Inc.
« Outstanding Achievement in Youth Preparedness Award: Mart High School Teen CERT (Texas)

. Sixth Annual Recipient of the John D. Solomon Whole Community Preparedness Award: San
Francisco Neighborhood Emergency Response Team (California)

« Outstanding Community Emergency Response Team Initiatives Award: California Volunteers

o Outstanding Citizen Corps Partner Program Award: Burleigh County Showmobile Community
Emergency Response Team (CERT) (North Dakota)

Visit www.readv.gov/citizen—corps/citizen—corps—awards for more information on this year’s award recipients
" and to see the honorable mentions.




#SHAREHUMANITY: WOMEN
iN HUMANITARIAN CRISES
VIDEO

60 million people are currently displaced

by conflict or persecution, half of them
are women and children. War and natural
disasters have a disproportionate impact
on women. UN Women's "Safe Spaces”
provide vital support for women in

humanitarian crises...Watch video

The ABCs of Back to School

-

school bells are ringing across the nation! Parents and guardians, it's time to
get familiar with the emergency plan at your child’s school and daycare.

R

* Much like individuals and families, schools and daycare providers should all
have site-specific emergency plans. If you're a parent of guardian, it’s vital that
_ you make sure your child’s school or daycare has a plan to ensure his or her

i

o

R

. safety during an emergency. The Ready Campaign recommends you:

S

e Ask how they will communicate with families during a crisis;

° Ask if they store adequate food, water, and other basic supplies; and

° Find out if they can “ghelter-in-place” and where they plan to g0 if they

must get away.

Disasters can occur while your child is away from you, but protecting from afar is as easy as ABC. The Centers
for Disease Control and Prevention (CDC) outline a quick and easy way to keep your child safe at school or
daycare:

« Ask how you will reunite with your child in an emergency Of evacuation;
" o Bringextra medication, special foods, or supplies that your child might need; and

o Completea backpack contact information card.

sur child has a disability or an access Of functional need, be sure to meet with a school disability specialist
iscuss plans for how the school will provide for his or her safety. For more information about school
-gency plans, visit https://www.ready.gov/schoo\—emergency—pians.




Parents, guardians, and teachers can also use the Children and Youth Preparedness Social Media Toolkit to
share safety messages on their social media networks.

Coping Mechanisms: Children and Disasters

Disasters can leave children feeling frightened, confused, and insecure. Whether a child has personally
experienced trauma or seen the event on television, it’s important for parents to be informed and ready to
help ease their child’s stress.

According to the Ready Campaign, children may respond to disaster by demonstrating fears, sadness, or
behavioral problems. These reactions may vary depending on the child’s age.

Children’s reactions are often influenced by the behavior, thoughts, and feelings of adults. Parents can help
meet their child’s emotional needs by:

o Encouraging him or her to share thoughts and feelings about the incident;

e Clarifying misunderstandings about risk and danger by listening to their child’s concerns and answering
guestions;

o Maintaining a sense of calm by validating their child’s concerns and perceptions with discussion of
concrete plans for safety; and

e Monitoring or limiting exposure to the media.

For more information about helping children cope with disaster, www.ready.gov/coping-with-disaster.

CDC'’s National Preparedness Month The Power of Preparedness Information




Throughout September, CDC and more than 3000 organizations—national, regional, and local governments, as
well as private and public organizations—will support emergency preparedness efforts and encourage
Americans to take action.

This year, we are focusing on five themes (http://www.cdc.gov/phpr/npm/index.htm) that show the power of
not only preparing ourselves, but working with partners to address health threats at home and around the
world!

Week 1: Prepare globally. Diseases know no borders, which is why we need to work together to stop
epidemics quickly and close to the source. Partners around the world are combining efforts to prevent,

detect, and quickly respond to public health emergencies of international concern.

Week 2: Prepare to respond. A cornerstone of response, Emergency Operations

Centers(http://www.cdc.gov/phpr/eoc/emergency-operations-centers.htm) are where highly trained

experts monitor information, prepare for known (and unknown) public health events, and gather to
exchange information and make decisions in an emergency. No matter the size of a country’s EQOC or
the equipment they have available, trained experts who know what to do are the key to responding

effectively and saving lives.

Week 3: Prepare locally. In the U.S,, state and local health departments play a critical role in keeping

people safe from public health threats. As Zika virus(http://www.cdc.gov/zika/index.html) spread
through the Americas, state and local officials began preparing for Zika virus in the U.S. The response

suddenly became local when the first cases of local transmission of Zika virus were reported in a

northwest Miami neighborhood(http://www.cdc.gov/media/releases/2016/p0729-florida-zika-
cases.html).

Week 4: Prepare together. Research shows that close-knit neighborhoods are more resilient during a

disaster. We can all volunteer to help our communities prepare and respond before, during, and after
an emergency. The first people who respond to an emergency don’t have to wear a uniform or have a

vehicle with a siren, but they all share one quality—they want to help others who are in trouble.

Week 5: Prepare yourself. One way you can prepare for emergencies is by having a kit ready to keep
your family safe and healthy. It is important to have different types of kits for a variety of emergency

situations: a kit for your home if you have to shelter in place, a kit with supplies for your car in case you

have to evacuate, and a first aid kit in case someone is injured. If you live in a

state(http://www.cdc.gov/zika/geo/united-states.html) or area(http://www.cdc.gov/zika/geo/active-

countries.html) with the mosquito that spreads Zika virus, you may also want to put together a Zika

Prevention Kit(http://www.cdc.gov/zika/prevention/prevention-kit.html) that can help prevent

mosquito bites.

The Centers for Disease Control and Prevention’s Emergency Preparedness and You webpage provides step-
by-step actions you can take to protect yourself and your loved ones.
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Z’s National Preparedness Month Twitter Chat:

I ATy P T # % 1 .y i pyef s | . W
de.gov/phor/nom/fowitter.htm

“Are you prepared if...”

When to participate

September 27, 2016
1:00 ~2:00 PM EST

Join the conversation

Find out how to prepare for the emergencies and situations you’re most likely to encounter every day. During
the chat, we'll be asking “Are you prepared if...” and giving answers you can use to stay safe in all kinds of

emergencies.

To see messages (but not send messages):
e Type "#CDCprep2016" into the search box on Twitter

To ask questions and share info:
¢ Loginto your Twitter account or create one for free if you do not have one
&« Follow @CDCemergency on Twitter
¢ Retweet #CDCprep2016 announcements from @CDCemergency, @DrReddCDC, and partners

Wait — what's a Twitter chat?

- Twitter chats are scheduled gatherings of people on Twitter to discuss anything that interests them, using a
- #hashtag to keep track of the conversation. There are chats for everything from blogging on art to agriculture
‘to, yes, health! Twitter chats offer participants a great way to network and share knowledge.
Don’t have a twitter account? No problem. Just visit https://twitter.com and enter #CDCprep2016 in the
‘earch bar.




Join us for the #AtoZika Twitter Town Hall on Tuesday, August 30th.

This Tuesday, for the first time ever, public health experts from across the Department will answer questions
directly from you, live on Twitter. We will visit Twitter’s D.C. headquarters to engage and educate the public
about the virus, including symptoms, prevention, vaccine and improved diagnostics development efforts, the
need for additional funding and more.

The #AtoZika Twitter Town Hall will take place all day on Twitter.

Submit your questions about the Zika virus on Twitter using #AtoZika.

JOIN US FOR THE
TWITTER TOWN HALL

Zika is spread primarily through a mosquito’s bite. Zika infection during pregnancy can cause serious birth
defects like microcephaly and is associated with other adverse pregnancy outcomes. At HHS, we’re doing
everything we can to prevent, detect and respond to the Zika virus here in the United States with a focus on
reducing the risk of Zika to pregnant women and women of childbearing age. We continue to learn more
about Zika every day, and social media has been a valuable tool to share critical information about the virus
with pregnant women, women of childbearing age, their partners and other key audiences.

We want to hear your questions and concerns about Zika, and let you know what HHS and the Administration
are doing to combat the virus. Don’t forget to invite your friends and family to the town halll Share the event
on Twitter and Facebook to help us get the word out. See you on Tuesday!

Youth and Trauma
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|.  Introductions

ll. Risk Assessment Genesis

lll.  Threat Environment and 3 notional Scenarios
IV. Risk Assessment Methodology

V. Key Findings and Conclusions

V1. Path Forward

VIl. Questions
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= (U) Duke Chung Senior Analyst, Aviation, OCIA/SIAD

Co-lead for the Risk Assessment coordination and final product delivery

= (U) Quentin Caboga Senior Analyst, Transportation, OCIA/SIAD

Co-lead for the Risk Assessment coordination and final product delivery

(U) Mr. William “Tom” Hewitt Office of 1&A

Lead for scenario development

Prominent member of various workgroups that are dedicated to better understanding
UAS and UAS counter capabilities

Dr. Robert Johnson from Argonne National Labs.
Led team of SME’s for UAS
Provided state of the art modeling analysis for this assessment.
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 How NTAT was defined for the risk assessment
NTAT incidents in the NCR in 2015

Whole of Community Work Group TTX

Formal Risk Assessment required
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aircraft as defined by the FA

S are typically small platforms (< 10 pounds)

— Commonly used for recreational purposes

— Growing commercial footprint, influenced by FAA's Part 107
small UAS rules

Itralight aircraft as defined by the FAA:
— Weigh less than 254 pounds

— Carry less than 5 gallons of fuel
— Operators need not be licensed.




January 2

15: White House UAS crash

Small drone crashes at White House complex, origin

unclear

oy

B | darmmey 26, 2018




April 2015: Gyrocopter lands on US Capitol grounds

RS
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= Demonstrated that current aviation detection technology was
insufficient for detecting NTAT

Highlighted that there was no:
— NTAT detection and monitoring capabilities
— Clear incident response procedure to address NTAT

— Mitigation strategy for NTAT

Results in TTX September 2015

— Whole of Community Workgroup (WOC WG) identified action items to start
the process of better understanding the risk posture of the NCR to NTAT

[omeland
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= Challenge: WOC WG required a common understanding of unique
threats, vulnerabilities, & consequences posed by NTAT in the NCR

ecommended Action: Direct OCIA to perform a formal risk

assessment to identify key threats, vulnerabilities and consequences
unique to NTAT.




ed a formal risk assessment

— Identified, defined and prioritized unique threats,
vulnerabilities, and consequences

— Utilized three scenarios
provided by the Office of Intelligence
and Analysis (I&A

¢ B0 TRk inforarion te pravided only fo inseligrinse parposts in an 4ot 1a dertiop satenal bemipve iaads it w00t by gaed
sty vy R Wil axgase of jopirdae intiganse taurtas o mesthads. K sasnot be uited m conntttion with. any foreym oF domestis
ot prrtmibegs o For any e Laged ks il o sdtviitevsthes purrares
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) Participants in the risk assessment include

Department of Defense (NORTHCOM/NORAD, Joint Improvised-
Threat Defeat Agency, AFNorth, Navy, IIS, Joint Staff: J3, J5, J8)

Department of Homeland Security (S&T, DNDO, FEMA, FPS, I&A,
IP, OGC, TSA, US Secret Service)

Department of Interior (US Park Police)

Department of Justice

Department of Transportation (FAA)

DC Metropolitan Police Department (Homeland Security Bureau)
Commercial Facilities Sector

Homelan
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= Availability and capabilities of

UAS are rapidly increasing

NTAT are adequate in power
and size to be weaponized

Physical and operational
characteristics of NTAT

present a technical challenge
for detection

2619

2020

FAA regulations address
small UAS (sUAS) up to 55 hs.
Current UAS commonly weigh
approximately 2-8 lbs. : =
* Cutting-edge UAS can B
weigh 440 bs. or more, g g
’ Mwmmw%ww me% CumentFAA  Cument  Cutting-Edge
payload ﬁmw%ﬂm@r RulingforsUAS  Techmology  Techuology
Note: Payload capacities are being upgraded across a varying range of products at a rapid pace
and do not oo gross welght of the device

N

£
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lgnorance/willful violation
= Privacy intrusion
Equipment failure
Criminal activities

lefarious
reconnaissance/surveillance

student charged with endangerment after
dro
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Assumed NTAT Capabilities . = Two Ummﬁﬁo_‘.g LﬂV\Umwm Oij_QmﬁQQq

UAS and manned ultralight
= Capabilities mirror availability

= Bracket the technology spectrum
in terms of cost, capability, and
ease-of-use

. 1 xmoomsﬁmm.ﬂ:mﬁmumméam53@@
R . of UAS platforms emerging
between these two extremes, but
beyond this assessment

= Assumes only one NTAT used in
an attack/incident
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= (U/I[FOUQ) Scenario 1: Explosive Payload Delivery

— Small UAS or ultralights used to deliver explosives against gatherings
or exposed critical infrastructure.

— The adversary intends to target an exposed outdoor population or inflict
damage on critical infrastructure resulting in a functional disruption.

= (U/IIFOUO) Scenario 2: CBR Agent Delivery
— UAS or ultralights used to deliver chemical, biological or radiological agents.

— Adversary’s intent is to target exposed outdoor population or critical
infrastructure to create area denial, casualties and functional disruption.

(U/IFOUQ) Scenario 3: Collision With Manned Aircraft

— Small UAS or ultralights that accidentally or intentionally collide with an
aircraft or cause disruption of airspace and airport operations as has been
highlighted by rapidly increasing reports of UAS encounters.

[omeland
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= Two primary goals of this assessment:

— ldentify critical infrastructure within the NCR that could be vulnerable to
general threat scenarios

— Determine the overall risk to oz.gom_ infrastructure

ethodology:
— Three primary threat scenarios involving two types of platforms

— Review of all critical infrastructure categories to identify those with
vulnerabilities unique to NTAT

— For vulnerable infrastructure, consequences of attacks were estimated

— Based on estimates of likelihood and consequence, relative risks
associated with critical infrastructure types were developed

Homeland
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Considered all 16 critical
infrastructure categories

Screened out those

sectors/subsectors that were not
plausible NTAT targets

Resulted in a set of sectors/sub-
sectors group into four categories
— Exposed populations

— Exposed chemical storage systems
— Exposed infrastructure

— Aviation conveyance

TeR%
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Consequence = f(casualties, economic

For the purposes of this study, casualties and economic damages were

equally weighted

Infrastructure-specific values for casualties and economic damages
Survey Tool

were derived from data collected in the DHS Infrastructure

Relative Consequence

1&\0&2\31;

Number of Fatalities

Economic Impact ($
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130 combinations of scenarios/asset classes were considered
Relative risk reflects the combination of relative likelihood and

relative consequence

Relative risk combinations are color coded by kinetic (red) and CBR

green) ., ,
Platform Independent NTAT Risk Findings e
by Scenario
03 Average Likelihood v. Average .
' Consequence v
= ] ¢
: 21 con
2 02 2
5 g
g g Gt
& S oy Aviation “Explosives
o Incident
2
i
0.1 3
=
Relative Likelihood
o

Scenarios

120

1

4

0



A generic risk assessment methodology developed for NTAT and
applied to the specifics of the NCR

Based on threat scenarios developed by DHS I&A focusing on the
threat today

Addressed two types of NTAT—a small UAS and a manned ultralight,

Focused on critical infrastructure vulnerabilities and resulting
consequences for which NTAT provided an operational advantage
compared to traditional threats

Relied on existing consequence studies for other threat vectors

Produced a relative risk ranking of combinations of threat
scenarios/affected infrastructure

Limitations: focus on the present, the NCR, limited number of
platforms, and constrained by significant data gaps particularly in the
area of consequence

‘‘‘‘‘‘‘‘‘
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Adversaries can use NTAT to attack targets that are not as vuinerable to other
attack methods, especially:

— Large, dense gatherings of people (stadiums, large crowds)

— Exposed infrastructure, including electrical transmission facilities, pipelines, and road bridges
Several hundred assets matching the above description exist within the NCR
UAS are a larger risk than ultralights for all payload types based on an
assessment that adversaries are more likely to use small UAS for attacks

UAS carrying explosives are the greatest concern

Primary constraint to deploying a UAS in a payload attack is the acquisition of
the payload, not obtaining/operating a UAS

Risk of an NTAT incident involving aviation is assessed as low compared to
other scenarios

Risks associated with malicious use of NTAT can be expected to grow absent
mitigating measures

Significant data gaps primarily related to consequences limit confidence in
some of the conclusions




NTAT can exploit critical infrastructure vulnerabilities presently not
addressed by existing layered security

= A significant number of NCR facilities exhibit these vulnerabilities

The level of potential consequences resulting from an attack ranges
widely depending on scenario and infrastructure type

= Key data gaps exist that interfere with drawing confident
assessments of risk associated with particular threat scenarios and
infrastructure types

NTAT carrying dangerous payloads puts infrastructure and dense populations at risk MTAT pose collision/

disruption risks

 Exploshves Causing
Chemical Release

Lolllsien
s ingg
{rash

Bxplos ves/CHE
Harming or
Filling Peophe

Enplostves Disabliing or
Erpstroving Infrastruciure
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= Technology advances in Counter UAS Strategy

Outreach programs

Challenges moving forward beyond mitigation of NTAT

Emerging trends: The future is here

= Takeaways

omeland
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ITAT risk mitigating measures fall into a number of categories:

— Regulatory/public awareness: minimizing the possibility of accidental
incidents

— Detection: Reliably and quickly identifying the presence of NTAT in
airspace where they should not be, or that are being flown in unacceptable
ways

— Attribution: reliably and quickly determining the operator of UAS that are a
concern

— Mitigation: Reliably and quickly mitigating an observed threat (e.g., forcing
a landing, taking control of the platform, etc.)

To date, there are no silver bullets
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etter understanding of NTAT payload delivery consequences
etter understanding of UAS kinetic aviation impact consequences

Deeper assessment of threats/consequences across a range of UAS

types

Continual assessments of UAS technology advancements that:

Present alternative threat scenarios (e.g., coordinated attacks involving multiple
systems)

Increase the level of consequence associated with an NTAT-based attack (e.g.,
increasing payload capabilities)

Increase the likelihood of attack success (e.g., target tracking capabilities)

Negate emerging mitigation technologies (e.g., hardening against electronic
measures)

Lower the threshold for malicious use (e.g., ease-of-use, cost reductions, truly remote
operations)

Homeland
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FAA UAS FAQ link: http://www.faa.gov/uas/fags/

FAA UAS into the NAS Roadmap:
hitp://www.faa.gov/uas/media/uas roadmap 2013.pdf

FAA link to UAS rules and advisories:

htip://www.faa.gov/uas/

FAA guide to what you need to know before you fly recreationally:
hitp://www.faa.gov/uas/getting started/fly for fun/

FAA site for Small Unmanned Aircraft System (sUAS) registration:
hitps://registermyuas.faa.gov/

FAA site explaining commercial use of UAS:
hitp://www.faa.gov/uas/getting started/fly for work business/

lomelan
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For more information visit:
www.dhs.gov/office-cyber-infrastructure-analysis
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